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Introduction

In 1999, the Federal Communications Commission (“FCC”) began implementing the consumer
privacy provisions set forth in Section 222 of the Communications Act of 1934, as amended by the
Telecommunications Act of 1996 (“the Act”). Through a series of decisions, the FCC established a
comprehensive regulatory regime to protect Customer Proprietary Network Information, or CPNI,
from unlawful access and use. See 47 C.F.R. Sec. 64.2003 through 64.2009.

Under the regulatory framework established and enforced by the FCC, all carriers who maintain or
have access to customer information are required to prevent access to, and unlawful use of, CPNI,
particularly with respect to carrier marketing campaigns and unauthorized third parties.

In recent years, the issue of CPNI protection gained national attention due to the unscrupulous
activities of “data miners” and “brokers,” “pretexters,” and other entities that allegedly gained
unlawful access to, and exploited, CPNI from several major telecommunications service providers.
Media attention led Congtress to exert pressure on the FCC to enforce its existing Regulations and
take further actions to protect consumer privacy. The FCC heeded Congress’ call to action.

Beginning in early 20006, the FCC initiated hundreds of investigations, many of which are on-going.
Listed below are dozens of investigations that led to formal enforcement actions.

Recent FCC Enforcement Actions

03-30-2007 PhoneCo, LP (NAL)

03-30-2007 Manning Municipal Communications and Television System Utilities (NAL)

03-30-2007 Habla Communicaciones, Inc. (NAL)

10-09-2007 Cbeyond Communications, Inc. (ORDER & CONSENT DECREE)
03-30-2007 Connect Paging, Inc. d/b/a Get A Phone (NAL)

03-30-2007 Burke's Garden Telephone Company, Inc. (NAL)

03-30-2007 1st United Tel-Com, Inc. (NAL)

03-29-2007 Oneida County Rural Telephone Co. (NAL)

03-29-2007 PriorityOne Telecommunications, Inc. (NAL)

03-29-2007 Shoreham Telephone Company, Inc. (NAL)

RBJ Corporation and its subsidiaries, KLM Telephone Company, KLM Long
03-29-2007 Distance Company, Holway Telephone Company, and Holway Long Distance  |(NAL)
Company

03-26-2007 CTC Communications Corporation (NAL)

03-26-2007 Easterbrooke Cellular Corporation (NAL)

03-26-2007 Amp'd Mobile, Inc. (NAL)

08-31-2007 AT&T Inc. (ORDER & CONSENT DECREE)
08-24-2007 River City Wireless of Tennessee, LLC (NAL)

08-10-2007 Capital Telecommunications, Inc. (NAL)

08-10-2007 PhoneCo, LP (FORFEITURE ORDER)
08-10-2007 Connect Paging, Inc. d/b/a Get A Phone (NAL)
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08-10-2007 Connect Paging, Inc. d/b/a Get A Phone (FORFEITURE ORDER)
07-19-2007 Mechanicsville Telephone Company (NAL)

07-19-2007 Audio-Video Corporation (NAL)

06-04-2007 Burke's Garden Telephone Company, Inc. (ORDER)

08-18-2006 Alltel Corporation (ORDER & CONSENT DECREE)
07-07-2006 AT&T Inc. (ORDER & CONSENT DECREE)
04-21-2006 Cbeyond Communications, LLC (NAL)

01-30-2006 AT.&T. Inc. (NAL)

01-30-2006 Alltel Corporation (NAL)

(Active hyperlinks in electronic version of Manual)

Captured in the FCC dragnet were communications service providers of all shapes and sizes,
including multi-billion Tier 1 national carriers, small and regional CLECs, wireless carriers and even
MVNOs.

Going a step beyond enforcement, on May 2, 2007, the FCC promulgated additional CPNI
regulations which extended the reach of Section 222’s protections to Interconnected VolP providers
and added several new compliance rules, including FCC filing requirements, law enforcement and
record-keeping responsibilities, and customer notification duties. By its enforcement and
rulemaking actions, the FCC has un-mistakenly signaled that compliance with its CPNI Regulations
is a serious responsibility, shared by all telecommunications service providers, that should not be
ignored.

To help our clients fulfill their regulatory and legal responsibilities under the FCC’s CPNI
Regulations, The Commlaw Group prepared this “CPNI Compliance Manual.” This Manual
provides a detailed explanation of the current CPNI Regulations and carrier duties thereunder. Also
included are “frequently asked questions” about CPNI compliance to help answer common
questions. As described in this Manual, by March 1% of each year carriers must file with the FCC a
Certification of Compliance with the CPNI Regulations, signed by an officer under penalty of

petjury.

We ask our clients to use this CPNI Compliance Manual as a tool to understand your company’s
duties and implement changes in policies and practices, as necessary to comply with the current
CPNI Regulations. Although the responsibilities detailed in the Manual are current and applicable
to the current year as of this distribution, we urge you to consult the FCC Rules or contact our firm
if questions arise now or in the future.

Should you have any questions or require further information about any of the CPNI Regulations
and responsibilities outlined in the Manual, please contact:

Jonathan S. Marashlian
Tel: 703-714-1313

FE-mail: jsm@CommLawGroup.com
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